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Tl Avaivon IlokéTtov og Atktoa |P

 Eivou n d1adikacio kataypapne Kot avaivone tov miotciov (frame)
OV UETAOidoVTOL GE £val OikTvO TEYVOAOYing IP.
* [ToV ypnouevet:
* AVAADGT OTKTLOK®OV TPOPANLUATOV.
* Evtomouoc ei6Polmv.
* EVTOmoUOC KakNg ¥pnong oo ypnoTeC EVTOC TOV OIKTVOV.
* 2VAA0YT OTKTLOK®OV GTATIGTIKOV.
* [Io¢ emtvyyavetal:
* Le €101k0 Aoyioko (software) 1 vaiko (hardware).
« wireshark (GUI)
e tcpdump (Command Line)
*T0 AOYICUIKO OVOADEL TO TEOIO, TOV EMIKEPAMOMV Kol TOV
OEOOUEVMV OO TOL OTTOT0L ATOTEAEITOL TO KOTOYEYPOUUEVO TTAOLG1O.




2 A Eninedo TCP/IP

PPN

* To TCP/IP givou ptoe cvAloyn omd ETIKOIVOVIOKE TPOTOKOAAO TO
OTOl0L AVIIKOLV GE OLOPOPETIKA ETITEDAL.

EOAPMOI'HZ FTP. HTTP, DNS
(APPLICATION)

META®OPAX TCP, UDP
(TRANSPORT)

AIKTYOY P ICMP. ARP
(NETWORK)

dYZIKO

(PHYSICAL) Ethernet, Token Ring
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Mopon IThawsiov Ethernet

o+ 14byes —= |m 46-1500 byes | 4 bytes

destnation SOURCE

addrezss address e B CRC

* MAC AevBivoelc:

* Movadikn TowtdtnTo. mov amodidetal o kdbe Owktvokn Owemaen (interface) yua
EMKOVOVIOL 6TO PUOIKO emimedo. (48-bit)

* Bpiokovtot oto hardware g képtog otktHov Kot 0V UTopovV vo. 0ALAEOLV.

* I'pagovton og dekaeadiky Lopon.

* Ta. 24 MSB npocdiopilovv tov kataokevact kot to 24 LSB v kdpta diktdov.
*Type:

* 2-byte péyeboc.

* [Ipocdiopilel mo1d TPp®TOKOAAO EMITEIOV dkTOLOV £)El EvOVAaKmOEL owd To Ethernet.

« 0x0800 — IPv4

» 0x86dd — IPv6

» 0x0806 — ARP




Tl N M 1 |IP Emike@ail
el opeN TKEQUALOOG
0 4 g 16 19 31
Version IHL Type of Service Total Length
Identification Flags Fragment Offset
Time To Live Protocol Header Checksum

Source |P Address

Destination |F Address

Options Padding

» Anoteleiton amd AéEeic (words) Ttov 32-bit.
* AmtoteAeiton and €éva 6tabepd Kot Eva LeTaPANTo TUUO
* A6 to medio Version emc to medio Destination IP Address.
» Anoteleitan amd media (fields) sropopetikmv peyedmv.
* To cuvolikd péyebog TG Tpémel va eivor akaipeo ToAlamAdoto towv 32-bit

* Eav to petofintd pnkoc sivar pukpotepo amd uto | meprocdtepsg 32-bit
AéEeig, mpooTtifevton emumAov bits (Padding).
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. JEPPON

* O avoAvtig eugavifel 1o mAaicto oty dekae&adikn tov popen (hex) kot v
uetdepoaon tov bytes ce kmowo ASCII.

* Ethernet header

e
0l e 05 00 49 5C 02 00 02 00 6l 62 63 64 65 68 e I . L Labodef
67 68 69 6a 6b 6c 6d 6e &F FO Y1 F2 F3 T4 75 76 ghijkImn opgrstuw
FF el B2 B3 Bd BY BB &BF BB &0 wabcdefo hi

.. Iv.. ..abcde
grnijkimn opgrstuy
FF Bl 62 63 64 6L 656 &7 B8 B9 wabcdefg hi

Ff ff
oo e
1 00 00

00 Q00 QO 00 00 00 QO ﬁD 00 00 00 00
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Address Resolution Protocol

—
—
- 7

P

A ! ARN
| | need the N
t_  Ethernet Address ]
‘. ofto112 -7

—

~
~7<\\~—

@I

10.1.1.1

/~—

10.1.1.2

ARP Request
Who has 10.1.1.27
Tell 10.1.1.1

10.1.1.3




I‘E-JPQ;\( Address Resolution Protocol
/——\’_5,’—>’—\\\
(/ | heard that broadcast. \
¢~ The message is for me. /\
N, o Here is my Ethernet  ~ /
\ address i~ -
L__~
- s
10.1.1.1
A
ARP Reply
PRI A A - 10.1.1.2 is at 00:25:22:b5:78:97
/ | heard that \
- broadcast. The A~O°
'\ message is not for . D 10.1.1.3
Y me. | better be \_/
A\ silent. /
< I _7

\--\\_,/
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Koataypopnq Hokétov ARP

4" Realtek 10/100/1000 Ethernet HIC

(Microsoft's Packet Scheduler) : \Device\MPF_{3ACA9A33-40AE-46C5-9498-2745818AD29C} [Wireshark

File Edit Yiew Go Capture Analyze Statistics Telephony Tools  Internals  Help

B o e EEX2E8E A+ FL|IBIEI QAR MM EX B

Filter: Expression. ..

Mo, Time Source Destination Protocol  /Length  (Info
33 15.9457470192.1658.1. 254 1592.168.1.70 ICMP 74 Echo (ping) reply Td=0x0200, seq=2304,9, TT]=54
34 16.944533401592.1a8.1. 70 152, 108.1. 254 ICMP 74 Echo (ping) reguest 1d=0x0200, seqg=25&60,/10, ttl=128
35 16.5945042015%2.1658.1. 254 1%2.168.1.70 ICMF 74 Echo (ping) reply d=0x0200, =eq=2560,/10, ttl=A4
36 17.94641301592.1658.1. 70 152, 168.1.254 ICMP 74 Echo (ping) reguest 1d=0x0200, seq=281l6/11, ttl=128
37 17.9471150192.1a8.1. 254 192.188.1.70 ICMP 74 Echo (ping) reply Td=0x0200, seq=2816,/11, tt]=84
38 18.5948165015%92.1658.1. 70 1%2.168.1. 254 ICMF 74 Echo (ping) reguest id=0x0200, seq=3072,/12, ttl=128
35 18. 594588610 19%2.1658.1. 254 1%2.168.1.70 ICMF 74 Echo (ping) reply 1d=0x0200, =seq=3072,12, ttl=64
40 24, 3604410 107 LES detl e e o e e = == et Das T inatjon port: wizard

Broadcast who has 192.168.1.707

2 i n 20 d o ek TN K5 278

ThomsonT_22 :he:76

ARP

42

1592.168.1.70

1= at 00

Destination port: wizard

ACK] Seq=1l4 aAck=5 win=41808 Len=
Seq=5 Ack=l7 win=65060 Len=0

ACK] Seq=17 ack=5 win=41808 Len=
ACKE] Seq=5 Ack=27 win=565050 Len=

43 24.88%3580 ThomsonT_22:bc:76 Broadcast ARP 60 who has 192.168.1.667 Tell 192.168.1.254

44 24,8%908690 ThomsonT_22:bc:76  Broadcast ARP 80 who has 192.168.1.877 Tell 152.168.1.254

45 24.8%21550 ThomsonT_22:bc:76  Broadcast ARP 50 who has 192.168.1.8587 Tell 152.168.1.25%4

46 27.36080701592.165.1. 70 130.117.1%0. 207 UDP 135 source port: wviziblebrowser

47 27.9581710130.117.150. 207 152.168.1.70 LDP 341 source port: wizard Destination port: viziblebrowser
48 28.B173320130.117.1590. 204 152.168.1.70 LoP 341 Source port: wizard Destination port: udrive
49 259, 055317065, 55,223, 20 152.168.1.70 TCP 60 40034 > instl-hoots [PSH,

50 30.0683200102.168.1. 70 65,55, 223,20 TCP 54 instl-hoots > 40034 [ACK]

51 30, 240313065, 55,223, 20 192.168.1.70 TCP 84 40034 » instl-boots [PsH,

52 30.2404040152.168.1. 70 B53.55.223.20 TCF 58 instl-boots = 40034 [PSH,

53 30.413072065.55.223. 20 152.168.1.70 TCP 60 40034 > instl-boots [AcCK]

Fwmman A1 .

N v me mm S ma CADA RS ETY

T e Tt R R R B T R T ek e b

Seq=27 Ack=% win=41808 Len=0
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el Mopon Emkepaiiooc ARP
0 7 15 31
Hardware Type Protocol Type
Hardware Protocol Address Opcode
Address Length length

Sender Hardware Address

Sender Protocol Address
(bytes1-2)

SenderProtocol Address

(bytes3-4) Target Hardware Address

TargetProtocol Address

* Hardware Type: IIpocdiopilel Tov Tomo tov diktvov. 1 yio to Ethernet.

* Protocol Type: I1pocdiopilel To mpmTOKOAAO Yo, TO omoio (ntOnke N dadikocio Ttov ARP.
0x0800 y1a To IPV4,

« HW addr length: Méye0oc tng hardware address. 6 yio. Ethernet.

* Proto addr length: Méyebog tnc diev0vvong Tov Tp®m@TOKOALOL Yo TO omoio (TMOnke 1
ARP. 4 yio. 0 IPV4,

* Opcode: Tvmoc tov ARP unvouatoc. 1 yio request, 2 yio reply.

« Source hardware address: H hardware address tov amoctoAiéa avtov Tov ARP punviouotog.
* Source protocol address: H 61ev0vvon (IP) Tov amoctoréa.

* Destination hardware address: H hardware address tov mapoinmr.

* Destination protocol address: H dievbvvon (IP) tov mapainmen.




el Avaivon Emkepoaiioog ARP
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- Address Resolution Protocol (regquest)
Hardware type: Ethernet (1)
Protocal tType: IP (Ox0800)
Hardware size: &
Protocol size: 4
ARP RequeSt opcode: reguest (1)
Sender MAC address: ThomsonT_22:bc:76 (00:24:17:22:bc:76)
Sender IP address: 192.168.1.2%4 (192.168.1.254)
Target MAC address: 00:00:00_00:00:00 CO0:00:00:00:00:00)
Target IP address: 152.168.1.70 (192.168.1.70)

- Address Resolution Protocol (reply)
Hardware type: Ethernet (1)
Protocol type: IP (Ox0S800)
Hardware size: &
Protocol size: 4
opcode: reply (22
sender mMaZ address: asrockIn_bS:78:57 (00:25:22:h5:75:97)
Ssender IP address: 192.168.1.70 (192.168.1.70)
Target MAC address: ThomsonT_22:bc:76 (00:24:17:22:bc:76)
Target IP address: 192.168.1.254 (1%2.168.1.254)

ARP Reply
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Eopappoyés ARP

* EQappoyn I: Ailvetor n mopoakate OeKoeCoOIKY] LOPPY] EVOC KOTOYEYPOUUEVOL
Ethernet frame. Na Bpebovv:

00 24 17 22 bc 76 00 25 22 b5 FB 57 08 06 00 01 B TR T S
08 00 06 04 00 02 00 25 22 b5 78 57 <0 a8 01 486 ....... % ".x....F
00 24 17 22 bc 76 <0 a8 (01 fe LTl L

1. H MAC 61e08vvon tov amocstoAéa.
2. H MAC 81e00vvon tov mapainme.
3. To Tp®TOKOAAO EMTEOOV OIKTVOV.

* Eoappoyn II: Atvetar n mopakdto OekaeCodtkn LOPQEN EVOC KOTOYEYPOLUUEVOL
Ethernet frame to omoio evBvlaxkmvel Eva ARP uivopa.

Tt ff £ £f £ £F 00 24 17 22 bc 76 08 06 00 01 ....... s S VS
08 00 06 04 00 01 Q0 24 17 22 bc 76 c0 a8 01 fe  ....... TR Y S

00 00 00 00 00 00 <O as 01 48 00 00 00 OO0 00 00 ........ R,
00 00 Q0 00 00 Q0 Q0 0O 00 QO OO0 o2 L., .

1. Na Bpebei o Tomoc tov ARP unvopuatog (ne 00o 1pdmovg).
2.  H IP d1ev0vvon 1ov armoctoléd TOv UNVOUATOS 0VTOV.

3.  H IP d1evBvvon 1ov mapaAnmn Tov unvOuatoc ovtov.
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Eopappoyés IP

* EQappoyn I: Ailvetor n mopoakate OeKoeCoOIKY] LOPPY] EVOC KOTOYEYPOUUEVOL

Ethernet frame xa0d¢ ko n popen tov IP header. No Bpebovv:

1.

o &~ b

O1 MAC 61ev80voelg amootoAén Kol TopaANTTY.

H éxooon tov IP mpmtokoAiov mov ypnoiuomroleitat.

To péyebog tv emroymv (Options) mov meprauPdver o IP header.

O ap1Buoc tov aipdatov (hops) mov emrpéneton va dacyicet to IP datagram.

To Tp®TOKOAAO TOV EMMENOV UETAPOPA TOV YPNCILOTOIELTAL.

oo
05
oo
a7
77
70
a9

g0
o
0z
aa
61
71
Ba

48
ol
08
a9
6
7
&h

1d
S
a0
Ba
63
i3
B

0z
20
2
5la)
6
74
G

25 00 Ob cd 88 dd 3b 08 00 45 00 R T - =
00 80 01 8d 30 <0 a8 00 01 <O a8 T
efb 02 00 15 00 81 62 63 B4 65 BH L..... .. .. abcdef
6Cc 6d Ge 6F 7O 71 72 73 74 75 76 ghijklimn opgrstuv
65 66 67 B8 69 6a bh 6c 6d 6e 6F  wabcdefg hijkImno
75 76 77 6l 62 63 64 65 66 67 68 pgrstuvw abcdefgh
ge 6F 7O 71 F2 73 Y4 F5 Te YV 6L djkImnop grstuvwa
Bit 0 4 8 16 19 24 3]
Version| HLEN Service Type Total Length
Identification Flags Fragment Offset

Time To Live

Protocol

Header Checksum

Source IP Address

Destination IP Address

Options

Padding




Tel ’\( Internet Control Message Protocol

- JEPPON

* [Ip@TOKOAAO Y100 TNV LETASOGT] UNVLUAT®V EAEYYOV LETOED OIKTLOK®V KOUPMV.

« Xpnowomnoteital 6tav mopovctdlovtol TPoPANUATIKES KATAGTAGELS, ALY Kol amd
CLYKEKPIUEVES eQapuoYES (ping kou traceroute).

* Ta. unvopata ICMP yopilovton oe:
* Tomoug (Type)
* Kodwkotg yia kabe tomo (Code)

0 0 Echo Reply

8 0 Echo Request

3 0 Network unreachable

3 1 Host unreachable

3 4 Fragmentation needed but

don’t fragment bit is set

11 0 TTL equals 0 during transit
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Mopon Emkeparioag ICMP

H-bit ICMDP H-bit ICMDP

Type Code 1lo-bit ICMDP Checksum

ICMP Contents (dependent on type and code)

* To péyeboc g emkepoaiidong sivor petaPfAntd kor avaioyo pe tov TOmo xot
K»dikod tov ICMP pnvouoartog.

* [la. To echo request ko echo reply mov mapdyovtor amd T eQappoyéc Ping Kot
traceroute to uéyebog g emikepaiidag eivar 8 bytes.




Tl Kataypapn ICMP pnvopdatov

A" Realtek 10/100/1000' Ethernet NIC (Microsoft's Packet Scheduler) : \Device\MPF_{3AC49A33-40AE-46C5-9498-274581 8AD29C} [Wires

File Edit Wiew Go Capture Analyze Statistics  Telephony Toals  Internals  Help

= & 8 EdXZE AT L||BIE QAQQO MWK B

Filter: | ip.proto==ICMP * | Expression... Clear Save

Mo, Time Source Destination Protocol  Length  /Info
24 12.70346701%2.168.1. 70 155.207.1.12 ICMP 74 Echo (ping) request Jd=0x0200, seq=9728/38, ttl=128
25 12.7529930155.207.1.12 192.1658.1.70 ICMP 74 Echo (ping) reply 1d=0x0200, seq=9728/38, Trl=54
28 13. 7069800 192 . 168.1. 70 155.207.1.12 ICMP 74 Echo (ping) request d=0x0200, seq=9%954,/39, ttl=128
20 13. 7563780 155.207.1.12 1%2.1658.1. 70 ICMP 74 Echo (ping) reply Jd=0x0200, =seg=9984,/30, ttl=54
S0 14, 7096550 1%2.168.1. 70 155.207.1.12 ICMP 74 Echo (ping) request d=0x0200, seq=l0240/40, tt]1=128
31 14.7594450155.207.1.12 192.1658.1.70 ICMP 74 Echo (ping) reply 1d=0x0200, seg=l0240/40, tr]=54
32 15.71301501%2.168.1. 70 155.207.1.12 ICMP 74 Echo (ping) request d=0x0200, seg=10496/41, tr]=128
33 15.7634140155.207.1.12 1%2.1658.1. 70 ICMP 74 Echo (pingd reply 1d=0x0200, seqg=1l0496/41, tt]=54

* Traceroute

[ ] Capturing from Realtek 10/100/1000 Ethernet NIC {Microsoft’s Packet Scheduler) : \Device\MPF_{3AC49A33-40AE-46C5-9498-2745818AD2

File Edit wiew iGo Capture  Analyze  Statistics  Telephony Tools  Internals  Help

B e e el e 2Ee Ae*»aTL |(FE QA0 @EMWx| O
Filter: | ip.proto==ICMPF » | Expression... Clear Save

Mo, estinain . Protocal Lent =

S5 Time—to-Tive exceeded (Time to Tive exceeded in transitl
Echo (pingl) request Ad=0x0Z00, seq=112a4.-44, ttl=1
Wi d (Time to Tiwe exceeded in transit)
Echo Cpingl) request dd=0x0Z00, seqg=115Z20,45,
Time—to-Tive exceeded (Time to Tiwve exceeded n transitl
Echo (pingl) request Ad=0x0200, seq=1177646, tTl==2
(Time to Tiwe exceeded n transit)
id=0x0Z00, sSeq=12032/47, ttl==2
(Time to liwve exceeded 4n transitl
Echo (pingl reguest Ad=0x0200, seq=1228848, ttl=3
Time—to-Tive exceaeded (Time to Tive exceaeded n transit)
Echo (pingl) request Ad=0x0200, segq=12544,49, trl=3
(Time to liwe exceeded n transitl
dd=0x0Z200, seq=12800,50, ttl=3
(Time to lTiwve exceeded 9n transitl
. 35629300 192. Echo (pingl reguest Ad=0x0200, seg=13054,51, ttl=4
3. 010060 . 192.168.1. 70 Time—to-—Tive exceeded (Time to Tive exceeded in transitl
L A0551600 192 . Echo (pingl) request Ad=0x0Z00, seq=13312,32, ttl=4
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Eg@appoyéc ICMP

* EQappoyn I: Ailvetor n mopoakate OeKoeCoOIKY] LOPPY] EVOC KOTOYEYPOUUEVOL
Ethernet frame to omoio evBviaxmvel Eva, ICMP pmvopa. Na Bpebet:

1. O tomog tov ICMP punvopuaroc.

2. Méyebog tv dedouévav mTov evBviakmvovtat arnd to ICMP.

00 24 17 22 bc 76 00 25 22 b3 78 G9F 08 00 45 00 B TR V- S SR =

00 3C 1c ol 00 00 80 01 99 5b <O a8 01 46 <O a8 c e [...F..
0L fe 08 00 fc 5b 02 00 4f 00 61 62 63 B4 65 a6 . .... [.. O.abcdef
67 68 6% ba 6bh ac ad ee of 70 ¥l F2 F3 Y4 75 Fo ghijklmn opgrstuw
F7 6Bl 62 63 64 65 66 67 B8 &% wabcdefg hi
Bit 0 -4 8 16 19 24 31
Version| HLEN Service Type Total Length
Identification Flags Fragment Offset
Time To Live Protocol Header Checksum

Source IP Address

Destination [P Address

Options Padding
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el Kotokeppoationog |P nokéTov

* 2& dikTLa OTTOV TO GLVOAMKO LUEyefoc Tov mapayoduevov Thaiciov (headers ko data)
Eemepvouv to MTU, AauPdvel yopa o KaTaKeEPUATIGUOG,

Extéleon g evroAng ping www.auth.gr -1 2048
! Realtek 10/100/1000 Ethernet NIC (Microsoft' Packet Scheduler) ; DeviceWPF_{3AC49433-40AE-46C5-9498-2745818AD29C) [Wireshark 1.8,3. (SUN Rev 45256

Fle Edt View Go Captwe Anabee Statistics Telephony Took Internals Help

-y BXgd Ge»9TL BB GQQRAE WHM% B
Fiter: |ip,prato==ICHP ¥ | Expression.., (Clear Save
i, Time SoUrce Destination Protocol  Length  Info

31,89711800192,168.1. 70 192,168,1,254 IPvd 1514 Fragmented IP protocal (proto=ICWp 1, off=0, I0=018d)

4 1,897137001%:,168.1.70 18¢,168.1.254 ICHP 610 Echo (ping) request 1d=0x0200, seq=19200/75, tt1=128

5 1,89020100192,168.1,254 192,168,1,70 IPvd 1514 Fragmented IP protocal (proto=ICMP 1, off=0, ID=5ale) [Reassembled in #6]
6 1. 808821500192,168,1,254 192,168.1.70 ICMP 6L0 Echa (ping) reply  1d=0x0200, seg=19200/75, tt1=64

7 2,89032000192,168.1.70 102,168,1,254 IPvd 1314 Fragmented IP protocal (proto=Icmp 1, off=0, ID=018e) [Reassembled in #8]
B 2, B003470019,168.1.70 162,168.1.254 ICMP 6L0 Echa (ping) reguest d=0x0200, seg=19436/76, tt1=128

G 2,90085300192.168.1.254 192.168.1,70 IPvd 1514 Fragmented IP protocal (proto=Icwp 1, off=0, Ip=5a10) [Reassembled in #10]
10 2, 50066700 192,168.1. 254 16¢,168.1.70 ICHP 610 Echa (ping) reply  id=0x0200, seu=19456/76, tt1=64
13 3.90227200192,168.1. 70 192.168,1,254 IPvd 1514 Fragmented IP protocal (proto=ICWP 1, off=0, I0=0190) [Reassembled in #14]
14 3,50428700192,168.1. 70 16¢,168.1.254 ICHP 610 Echa (ping) request d=0x0200, seg=18712/77, tt1=128
15 3.90417000152,168.1.254 192.168.1,70 IPyd 1514 Fragmented IP protocal (proto=ICWP 1, off=0, ID=5al2) [Reassembled in #16]
16 3,504158300192,168.1. 254 16¢,168.1.70 ICHP 610 Echa (ping) reply  id=0x0200, seq=19712/77, tt1=64
28 4.90517600192.168.1. 70 192.168,1.254 IPyd 1514 Fragmented IP protocal (proto=ICWP 1, off=0, ID=01%b) [Reassembled in #29]
20 4,905192001%:,168.1. 70 18¢,168.1.254 ICHP 610 Echo (ping) request 1d=0x0200, seq=19968/78, tt1=128
30 4,90670600192,168.1, 254 192,168.1,70 1514 Fragmented IP protocol (proto=Icmp 1, off=0, Ip=5al3) [Reassembled in #31]
31 4,906720001%:,168,1, 254 18¢,168.1.70 ICHP 610 Echo (ping) reply  1d=0x0200, seq=19968/78, tt1=64
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T Avaivon Kotakeppotiopévov IP nokéTtov
EPPON

* Fragment #1

- EdXZE Ae»dTLIEE QB #HEM% B
Filter: |ip.proto==ICMP * | Expression... Clear Save
Mo, Tirme Source Destination Protocol  'Length ' Info
8 3.0050750015%2.168.1.254 1%2.168.1. ICMP 74 Echo (ping) reply Td=0x0200, seq=208002,/82, ttl=54
L1. 70 192.168.1. 254 TP 1514 Fragmented IP protocol (proto=IcMP 1, off=0, ID=lc¢ 1] embled in #15]
15 11.806218015%2.168.1. 70 1%2.168.1. ICMP 610 Echo (ping) reguest dd=0x0200, seq=21248/83, ttl|=128
16 11.8078620192.168.1.254 192.168.1. IPwd 1514 Fragmented IP protocol (proto=ICcMP 1, off=0, I0=5f35) [Reassembled in #17]

# Frame 14: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits) on interface 0
# Ethernet II, Src: AsrockIn_hS:78:97 (00:25:22:h5:78:97), Dst: ThomsonT_22:bc:76 (00:24:17:22:hc:7A)
= Internet Protocol version 4, Src: 192.168.1.70 (192.168.1.700, Dst: 192.168.1.254 (192.168.1.254)
version: &4
Header length: 20 bytes
# Differentiated Services Field: 0x00 (DSCP 0x00: Default; ECH: Ox00: NOTL-ECT (MOT ECHM-Capable Transportl)
Total Length: 1500
Tdentification: Oxlcd? (73830
= Flags: 0x01l (More Fragments)

O0... .... = Reserved bit: Not set
0., ... = Don't fragment: WMot set
1 = More fragments: Set

Fragment offset: 0
Time to 1iwve: 128
Protocol: ICMP (10
4 Header checksum: 0x73b5 [correct]
Source: 1%2.168.1.70 (192.168.1.70)
Destination: 192.168.1.254 (197.168.1.254)
[Source GeoIP: Unknown]
[Destination SeoIP: Unknown]
Reassembled IPwd dn frame: 15
= Data (1480 bytes)
Data: OBOCFLSBOZ0053006162636465666768096a0b6Cad8eaT70. ..
[Length: 1480]

0000 00 24 17 22 bc 76 00 25 22 b5 78 97 08 00 45 00 B owl® Yokl E.
0010 05 dc 1< d¥ 20 00 80 01 73 b5 <0 a8 01 46 <O ald e oaas S....FL

0020 0L fe 08 00 f1 58 02 00 53 00 61 62 63 &4 &3 66 ..... .. 5.abcdef
0030 67 68 69 6a 6b 6¢c 6d 6e 6F 70O 71 72 73 74 75 76 ghijklmn opgrstuw
0040 77 6l 62 63 64 65 66 67 68 69 Ha 6b 6C 6d e &F wabcdefg hijkImno
0050 FO VL Y2 V3 74 Vi Y6 7V 6l 62 63 64 63 66 67 68 porstuvw abcdefgh
0060 69 6a 6b 6¢c 6d 6e 6F FO 71 T2 73 74 75 76 77 61 ijkImnop grstuvwa
0070 62 63 64 65 66 67 68 6% 6Ha 6b &6c 6d e &6F FO F1 bcdefghi JkImnopg
Q080 72 73 74 VL 76 7V 6l a2 63 64 6% 66 &7 68 69 6a rstuvwab cdefghiij
o080 6b 6c 6d 6e 6F FO F1 F2 73 V4 75 V6 F7 6l 62 63 kImnopgr stuwwabc
00ad &4 65 66 67 68 69 6a 6b 6cC 6d Ge &6F YO F1 72 73 defghijk Tmnopgrs
ooho 74 75 76 77 Bl 62 63 64 65 65 §7 68 69 6a &b & tuwwabed efghijkl
ooco 6d 6e 6F FO 71 F2 F3 F4 75 T6 77 6L 62 63 64 65  mnopgrst uwwabcde
00do 656 67 68 6% 6a 6b 6c 6d 6e 6F FO F1 72 73 T4 75 foahiikIm noparstu
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Avaivon Kotakeppotiopévov IP nokéTtov
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* Fragment #2

"' Realtek 10/100/1000 Ethernet NIC (Microsoft's Packet Scheduler) : \Device\NPF_{3AC49A33 - 40AE-46C5-9498-2745818AD29C] [Wiresh

File Edit ‘iew Go Capture Analyze Statistics Telephony Tools  Internals  Help

S e EEXEE A ¢»>TFLIEEB QM #§EMN% B
Filter: | ip.proto==ICMP “ | Expression.., Clear Save
o, Time 5ou Destinatio Protocol  Length  Info

® Ethernet II, Src: AsrockIn_h5:78:97 (00:25:22:h5:78:97), Dst: ThomsonT_22:bc:76 (00:24:17:22:bc:78)
= Internet Protocol Wersion 4, Src: 192.168.1.70 (192.168.1.70), Dst: 192.168.1.254 (192.168.1.254)
version: 4
Header Tength: 20 hbytes
#H Differentiated services Field: 0x00 (DsCP 0x00: pefault; ECW: 0x00: Not-ECT (WOt ECMN-Capable Transport))
Total Length: 596
Identification: Oxled? (73830
= Flags: 0x00
0... rReserved bit: Mot set
Ol pon't fragment: MWot set
.00 ... = More fragments: NOT set
Fragment offset: 1480
Time to live: 128
Protocol: ICMP (1)
# Header checksum: 0x9684 [correct]
Source: 152.168.1.70 (192.168.1.70)
Destination: 192.168.1.254 (1092.168.1.254)
[Source GeoIP: uUnknown]
[Destination GeolIP: Unknown]
#H [2 IPvd Fragments (2056 hytes): #14(14800, #150576)]
= Internet Control Message Protocol
Type: 8 (Echo Cping) reguest)
Code: 0
Checksum: 0xf158 [correct]
Identifier (BEJ): 512 (0Ox0200)
Identifier (LE): 2 (0x0002)
Sequence number (BE): 21248 (0x3300)
Sequence number CLED: B3 (0x00530
[Response Tn: 177
# Data (2048 bytes)

ooo 00 24 17 22 b 76 00 25 22 kS 78 97 08 00 45 00 TRV S S =
0010 02 54 1c d7 00 b9 80 01 96 84 <0 as 01 46 <O as T i e
0ozZ0 0l fe 61 62 63 64 65 66 67 63 6% Ga b 6c ad Ge ..

oos0 ef 7071 F2 T3 74 75 Fe 77 6l 62 63 64 65 65 A7 opgrstuy wabhcdefg
0040 68 69 Ga 6b 6c 6d Ge &f FO F1 F2 73 74 7L Ta 77 FijkTmno porstuww
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2EPPON

Hopaoeryno

* Alvetor 1 0eK0ECOOTKT LOPPT] TOL TTOPOUKAT®O KOTOYEYPOUUUEVOL TAOLGIOV TO 0010
TapayOnke émerta amd TNV EKTELEGT TNE EVTOANG PINg.

oo
oo
0l
£
0
B

A) Tlog pumopovue va avoyvopicovue OTL TO TOPUKATO TAAIGLO VOLAOKOVEL
EVOL KOUULATL EVOC LEYOADTEPOV KATAKEPUATIGUEVOL TOKETOV;

B) ITo16 eivai to péyebog tov data mov mpoodiopicape oty vToin ping;

Bit 0

24 17 22 bc 76 00 25 22 bS5 78 97 08 Q0 45 00 L TLvl® Tow, L LE.
44 09 43 01 72 80 01 dl 3b <0 a8 01 45 9b cf b.C.r.. .;...E..
0c 6% 6a 6b 6cC 6d G ofF 70 71 72 73 74 75 76 1ikImn opgrstoy
6l 62 63 64 65 66 67 B8 69 6a 6b 6c 6d 6e &F  wabcdefg hijkImno
Fl 72 73 74 VL e 77 6Bl 62 63 64 65 66 67 68 porstuvw abcdefgh
63 17
IP Header ICMP Header
4 8 16 19 24 31
Version| HLEN Service Type Total Length
- Identification Flags Fragment Offset E-bl:;jfemp E.bg;:;jemp 16-bit ICMP Checksum
Time To Live Protocol Header Checksum

Source IP Address

Destination [P Address

Options

Padding

ICMP Contents {dependent on type and code)




